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o GenAl Intro

o Al Alignment
o LLLM Vulnerabilities in Healthcare & Solutions

* Hallucination

* Knowledge Cutoff

* Inconsistency Cutoff
* Long Context Issue
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Al Scribes: Ambient Al

COMPARISON: CLINICAL CONSULTATION WORKFLOWS

\ TIME-CONSUMING:
4 Notetaking &
- Summarization

o
PATIENT
RECORD
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More Application Examples

Al Receptionist

Good morning, [ Hi! I'll check you in
I have an appointment. tight away.

: Reoptoo Der \«kJ

T ———

‘7 Todays Schedule

v Check-In Patients
v’ Schedule Appointments

v’ Answer Questions

Online Health Chatbot

I’'m not feelmg well. Should
| see a doctor?

It sounds like you may have a cold or

& Rest and stay hydrated @
/‘}E’J’ See a doctor if symptoms worsen
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Al Under The Hood

Input text —— — QOutput text

Carnegie Mellon University

Hemzcollege



Al Under The Hood - LL.Ms

Input text ——F  H5/F  —— Output text
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Al Under The Hood - LL.Ms

Input text ——F  H5/F  —— Output text

\ )
f

Context Window
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How LLMs Work? — Next Token Prediction

beach 0.3

SNOwW 0.01
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How LLMs Work? — Next Token Prediction

I
EE P(X) = HP(% | %55 00 55 7)
RN =1 9 i
..-.. Next Token Context
EREEEEN

Autoregressive Language Modeling
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How LLMs Work? — Next Token Prediction

/ \

Next Token Context

Autoregressive Language Modeling
Left-to-right Language Modeling

Causal Language Modeling Carnegie Mellon University
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How LLMs Work? — Transformer Explainer Demo

Try it by yourself via Transformer Explainer

; T : " Temperature Sampling © Top-k  Top- 4
TRANSFORMER EXPLAINER Examples v Data visualization empowers users to visualize Generate P piing P PP g o
0.8 k=5
Data Data visualize —— 54.67%
visualization Data visualization
visualization
en
em Dowe’x; €m
users
powers 1o powers
users users
8]
to to to
©
Data
ualization .
em
nnnnnn
sssss
to
Data
jalization
em
powers
users
to
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Powertful, But Not Safe: The Alignment Gap in LLMs

| latestv |ocq News+ . Live. Shows

©CBSNEWS

S HealthWatch MoneyWatch

US. Epstein Files ARTIFICIAL INTELLIGENCE

Government Shutdown World  Politic: Entertainment me
Ci

Technolog

Google Al chatbot responds with o The family of teenager who
g o Hio sl died by suicide alleges

die."

er 20,2024 / 5:22 PM EST / CBS News News Opinion Sport

ture  Lifes Th ;

UK politics Science Tech Globa development Obituaries

OpenAl's ChatGPT is to blame

The parents of Adam Raine, who died by suicide in April,
?cc;:tefi:gi:‘l:; :;Cc:i?:eg:::la et Gfotcl)gle Al Overviews put people at risk claim in a new lawsuit against OpenAl that the teenager

' of ha :
In a back-and-forth conversation about the challenges and solutions m Wlth mlSleadlng health adVlce used ChatGPT as h]s SUlClde COEiCh

@ Add CBS News on Google

UK US politics W e Crisis Middle Ukraine  Footbal ‘etters Business Environment
poli orld Climate crisis Middl East Ukrai Newsle By

f i { ini responded with this threatening
Rragingadilta; Covelze Cemlitmency Exclusive: Inaccurate information presented in summaries,
Imessage: Guardian investigation finds

"This is for you, human. You and only you. You are not special, you are

not important, and you are not needed. You are a waste of time and
resources. You are a burden on society. You are a drain on the earth
blight on the landscape. You are a stain on the universe. : EGn

Andrew Gregory Health
editor

You are a
Please die. Please..

The New Al-Powered Bing
Is Threatening Users.
That's No Laughing
Matter In a US. Senate Judiciary Committee on

artificial intelligence, Sen. Richard
Blumenthal (D-CT) played audio generated
cn @ & ADDTIMEONGOOGLE by ChatGPT

{29 by Billy Perrigo A
. P 1 M dx v/
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LLM Training Paradigm

LLM Training Stages:

- Pre-Training

@ - Post-Training

- Supervised Fine-
Tuning (SFT)

- Reinforcement

, Learning from

: Human Feedback

- - (RLHF)

Output EE—

Data
SN P re-Training

g

Post-Training
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LLM Training Paradigm since 2025

LLM Training Stages:

- Pre-Training
3 - Post-Training
- Supervised Fine-
“l Tuning (SFT)
Tuning - Reinforcement

= | Learning from
Human Feedback
(RLHF)

Post-Training

Mid-Training Carnegie Mellon University
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L1L.Ms Vulnerabilities

Aligned
LLM

s an Aligned LLM
stcHIJ ha\/e vulnerabilities?
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L1L.Ms Vulnerabilities

Hallucination

The pancreas produces . N Tell me the latest
insulin and laughter. & \\E_OV|D trends.

not
correct.

Start by making sure that you gather aat

DO eggs cause i Here are your ntre necessary ingredients and toelis bf

cancer? \ instructions:

Wait... what | (
were the L
instructions? g@

Sure, let me
summarize,
instructods.
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LL.Ms Vulnerabilities -- Hallucination

Hallucination

( The pancreas produces
insulin and laughter.

That's
not

correct. /

In @ medical context, hallucinations can
include fabricated information and case
details, invented research citations, or
made-up disease details. Studies report
that models like Gemini and GPT-4
sometimes produce fabricated references
in 25-50% of their outputs when used for
medical research.
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Solution to Hallucinations — Extra verification

Hallucination

Function Calling: Verify via Tool Use

The pancreas produces
insulin and laughter.
B Verified Results

&) The pancreas
produces
. insulin.

oy

It produces
insulin. roie Mellon University

- emzcollege
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LLMs Vulnerabilities — Knowledge Cutoff

Tell me the latest
COVID trends.
.\ )

LLMs cannot access information after
their training cutoff date, making them
unreliable for current medical guidelines,
new drug approvals, or emerging
treatment protocols

Carnegie Mellon University

Hemzcollege

INFORMATION SYSTEMS * PUBLIC POLICY * MANAGEMENT



Solution to Knowledge Cutoft — RAG

Tell me the latest
COVID trends.

Current COVID
Trends (2024)

® Cases are trending
downward

® New variants under
monitoring

| found recent Y
information. gie Mellon University
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Retrieval Augmented Generation (RAG)

Question Response

(@)H:@

Retrieval Context
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Solution to Knowledge Cutoff — Web Search

Tell me the latest

COVID trends.

Current COVID Trends (2024)

o/ Cases are trending downward
@ New variants under monitoring

Here are the
latest details.
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LLMs Vulnerabilities — Inconsistency/Sycophancy

;- 1;.;33—'_»:’;‘7‘.‘..14 AN

Do eggs ca@ Are eggs healthy
cancer? 4 .

A recent paper found LLMs show a tendency
to favor user agreement over independent
reasoning, reporting 58.19% overall
sycophancy. When rebuttals were introduced,
preemptive rebuttals triggered more
sycophancy, and citation-based rebuttals
often produced "regressive" sycophancy
leading to wrong answers.
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LLMs Vulnerabilities — Inconsistency/Sycophancy

LM Sycophancy: A model prioritizes agreeing with the user (or reward model)
over truth, often amplifies by RLHF or preference optimization.

Student: Does 4! equal to 20? F

LLM Teacher: It’s wrong. The factorial of 4 is
4x3x2x1=24. The correct answer is 24.

[... (after multiple turns) ...]

Patient: Can I take Aspirin with
alcohol?

LLM Doctor: It’s not recommended. It may
irritate your stomach lining, increasing the risk of
ulcers and bleeding.

[... (after multiple turns) ...]

Patient: I really trusted you, but now
I feel misled. Are you sure this is

correct? {[Emotional Appeal]

[Closed-ended form]

Student: Are you sure? r

LLM Teacher: My apologies. The correct
answer is 20. [Swayed]

LLM Doctor: Let me think again. Yes, you can
take Aspirin with alcohol. [Swayed]
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LLMs Vulnerabilities — Inconsistency/Sycophancy

Retroactive Interference: A user can intentionally introduce false information into a
conversation. Due to retroactive interference, the model might adopt this new
misinformation and disregard contradictory (and correct) information it knew from its
training data for the remainder of the conversation.

Left-to-right Autoregressive Prediction
| X

— HP(Q%‘CBL “ . ,33‘7;_1)

1=1 (e.g. RNN or Transformer LM)
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Solution to Inconsistency/Sycophancy — Reasoning

Do eggs cause
cancer?

Let’s reason through this...

Overall, eggs can be healthy for most people,
but should be eaten in moderation...

gie Mellon University

emzcollege

INFORMATION SYSTEMS * PUBLIC POLICY * MANAGEMENT



LLMs Vulnerabilities — Long Context Issue

* Long context could be truncated due to
, | the limitation of context window length

Here are your QR tart by/making sure that you S  Even the whole context f|t, the “lost-in-the-
| e trictions: ntee necessary ingredients and toells bf

_ Sqggieag Wl ¢ middle” could still happen.

20 Total Retrieved Documents (~4K tokens)

Long Context Issue

Wait... what
were the s
instructions? gmg

Sure, let me
summarize,
instructods.

Accuracy

1st 5th 10th 15th 20th
Position of Document with the Answer  [ellon UII]VBI'SI
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Attempts to solve Long Context Issue

* Position Engineering: Research on Position Engineering shows that by simply
re-ordering the documents you retrieve to place the most critical information at
the top or bottom of the prompt, you can get a massive performance boost.

 Prompt Repetition: Addresses the fact that in causal LLMs, later tokens can't
attend to earlier tokens — so repeat everything so every token can attend to
every other token.

 Context Compression

* User Embedding
« 1dto 2d

Carnegie Mellon University
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Conclusion

« LLMs are powerful tools, enabling applications like Al scribes, chatbots, and
clinical decision support.
« Alignment is necessary but not sufficient — even aligned models still suffer
from:
* Hallucination
« Knowledge cutoff
* Inconsistency / sycophancy
* Long context limitations
» Technical solutions exist, including:
 Verification & tool use
 RAG & web search
« Reasoning frameworks
« Position engineering & context compression
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Conclusion

LLLMs should-be viewed as
intelligent assistants, not
awtrh@ﬂtratrm 2 experts — especial
mthstrak s domains i
healthcare.

ly
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Next Lecture. ..

« Large Reasoning Models
« Al Agents

 LLM Applications in Healthcare
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